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General introduction to Cybersecurity Education
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Cybersecurity for kids, why should we care?

Cybercrime's economic 

impact is equivalent to the 

GDP of Spain
97%

of young people in the EU use the internet 
daily (EUROSTAT)

72%
of children globally have experienced at least one 
type of cyber threat online (Global Cybersecurity 

Forum)
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Cybersecurity for kids, why should we care?

ENISA 

Threat Landscape

ENISA's Threat Landscape report for 

2023 identified eight key threats of 

which phishing and social engineering 

attacks are the most likely to target 

children directly.

Collaborations
Cybersecurity is no longer just the responsibility of 

technical experts; it’s a societal responsibility, especially 

for schools. Cyberspace is the largest shared space in 

human history, and educators, including parents, play a 

key role in keeping it safe.

Initiatives to raise awareness and 

increase skills 

Initiatives to raise awareness and increase the skills of kids in 

cybersecurity are crucial for their future as adults but also as 

citizens, adding another lifelong learning dimension to 

education. 

• Most education efforts have focused on students in high 

school or above and have involved a wide variety of 

approaches. 

• SuperCyberKids aims to fill the skills and awareness gap 

among kids aged from 8 to 13 years. 
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Social engineering

▪ Social engineering attacks are a broad group of attacks in which there is an attempt to manipulate 
the user. 

▪ The user can be manipulated into taking an action through four different mechanisms:

Offers of Money
Example: you 
have just one 

chance to earn 
1,000 euro click 
here to collect

Ideology of the 
user

Example: sign 
this online 

petition to stop 
animal testing

Threats
Example: we 
have already 
hacked your 
webcam and 
recorded you 

watching things 
you shouldn’t

Ego stroking
Example: we 
would like to 

recognise your 
work for charity 

click the link 
below
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Phishing & Fake News

Fake 
News

Fake News

• Fake news and online scams
targeting children, often on
social media platforms like
TikTok and Instagram.

• Example Disinformation: In
October 2023, thousands of
establishments in Estonia
received bomb threats,
including schools. There was
also additional information
shared on Snapchat and TikTok
about how some schools had
already been blown up. None of
this happened.

Phishing

A phishing attack is a specific 
example of a social engineering 
attack.

• Fake emails that trick kids into
downloading malware or giving
away personal info.

• The 2023 ENISA report highlights a
rise in "phishing as a service,"
allowing cybercriminals to pay for
software to launch attacks, leading
to more phishing and scams.
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Why might children be targeted? 

Children are often targeted through shared family devices, which can unknowingly 
download malware. Poor cyber hygiene, such as reusing passwords, increases the risk. 

They may also accidentally share personal information or access parents' credit card 
details, making them vulnerable to phishing and blackmail. Educating everyone on cyber 

hygiene is key to preventing these attacks.

Cybercriminals may target children for exploitation or to spy on them. Children are 

vulnerable due to limited technological knowledge and lack of awareness about the 

impact of their actions, such as hacking or sharing personal content. These issues 

highlight the need for both cyber hygiene and a broader understanding of online ethics 

and legal consequences.
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Financial attacks

Loot boxes and 
gambling 
targeting 
children

Low level 
ransom-

ware 
attacks

Loss of 
accounts

Loss of accounts

▪ Cybercriminals use phishing to access 
children’s gaming accounts and steal 
or sell virtual items. All accounts are 
at risk, even if they don’t have 
valuable items, as hackers target them 
indiscriminately.

Low level ransom-ware attacks

▪ While high-level ransomware attacks 
typically target organizations, children 
may be vulnerable to ransomware in 
online games, where their virtual 
property can be stolen or held for 
ransom. Students should be aware of 
this risk and practice good cyber 
hygiene.

Loot boxes and gambling targeting 
children

▪ Children are increasingly targeted by 
online activities that aren't illegal but 
can still cause harm. 
Microtransactions in free games 
encourage spending small amounts of 
money, often without realizing the 
total cost. 

• Loot boxes, a form of in-game 
gambling, are also rising, where 
players may win valuable items or 
nothing at all. Both issues highlight 
the need for cyber hygiene education 
to help children understand these 
risks.
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Children as script kiddies

01
Cyber education must raise awareness 

of dangers without encouraging 

children to experiment with harmful 

tools, similar to how drug education 

informs without promoting use.

02
Some believe children can't be 

effective hackers, but this is false. 

Beginner hackers, or "script kiddies," 

use online code to cause damage 

without fully understanding it. Basic 

coding skills, like installing mods or 

following instructions, can enable 

these attacks.

03
Cybersecurity education should teach 

both defense and ethical guidelines, 

helping kids understand legal 

boundaries and redirecting their 

curiosity toward positive 

cybersecurity pursuits.
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Why should schools care? 

Cybersecurity education for children aged 8-13 is becoming 
increasingly important due to the growing complexity of digital threats. 
Integrating cybersecurity topics into existing subjects like IT, Computer 

Science, and General Studies ensures students learn key concepts 
without overhauling the curriculum. Additionally, accessible online 
resources, such as courses and games, extend learning beyond the 

classroom, catering to diverse student needs.
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The Need for a Unified EU Framework

▪ The introduction of Cybersecurity Education for children aged 8-13 requires a standardized EU framework, 
like the SuperCyberKids project, which integrates game-based learning into existing curricula with guidelines 
for educators. Key benefits include:

Ethical and Legal Considerations: Sets 

boundaries to ensure ethical teaching and 

prevent misuse.

Consistency Across Member States: 

Ensures a unified approach to 

cybersecurity education across the EU.

Quality Assurance: Guarantees alignment of 

learning outcomes with educational 

standards.

Pedagogical Efficacy: Game-based learning enhances 

engagement and skill transfer but requires sound pedagogical 

guidance.

Self-regulated Learning: Encourages students to manage their 

learning in an ever-changing cybersecurity landscape.

Facilitation of Teacher Training: Supports teacher development to 

effectively teach cybersecurity.
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SuperCyberKids is here to help
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